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Palm Global Academy Data Protection Policy
Introduction

Palm Global Academy (PGA) is an online educational institution committed to ensuring the
protection and privacy of all personal data that we handle. This policy outlines how we
collect, use, and protect personal data in compliance with the UK General Data Protection
Regulation (GDPR) and the Data Protection Act 2018, considering the unique aspects of
online education.

Types of Data Collected

Personal Data is any information from which a living individual can be identified. The school
will need to process the personal data of applicants, pupils, parents, guardians and mentors
in order to perform its contractual obligations and because it has a legitimate interest in
doing so.

The types of personal data the school will process include names, dates of birth, contact
details, nationality, medical and health information (where appropriate), passports or other
national identification documents, curriculum and assessment information, attendance
records, level of English proficiency, information relating to special educational needs or
disabilities, previous school(s) information (including references and assessment data),
information relating to safeguarding (where appropriate), images of pupils and the financial
information of parents and guardians.

Special Category Data: Some of this is defined as special category or ‘sensitive’ personal
data. That information is only processed with the consent of the individual concerned,
where it is needed to comply with a legal obligation or if it must be processed to protect a
student’s vital interests.

Data Collection: The school collects personal data in a number of ways. For example,
parents, guardians and mentors will provide personal data about themselves and their
children in correspondence, online forms (including enquiry and application forms),
documents, in discussions with the school and via agents or websites. Information about
pupils will be gathered directly as part of their tuition and be created and developed by the
school over the course of their education at the school. It may also be provided by third
parties such as local or government bodies or medical professionals where appropriate.

How does the school use my personal data?

Admission: The school will use the personal data of parents, guardians, mentors, applicants
and pupils to make decisions relating to admissions, assessment, and the charging and
recovery of fees.

Education: The school’s primary purpose is to provide education and learning for our
students, including enabling participation in classes, assignments, assessments and the
monitoring and reporting of our student’s academic progress.



Communication Data: Any communication that you send to us whether that be through our
online portals, the contact form on our website, through email, text, social media
messaging, social media posting or any other communication that you send us.

Legal and administrative purposes: This is to ensure and to facilitate the safe and efficient
operation of the school and to ensure that the school complies with its legal obligations.

Other than for educational purposes, where else could my personal data be used?

Customer data includes data relating to any purchases in relation to the school, such as your
name, title, billing address, delivery address email address, phone number, contact details,
purchase details and card details. We process this data to ensure that school fees are paid
and that the student/s are fully registered on the school admissions. We also hold a record
of these transactions to ensure transparency for both parents and the school. Our lawful
ground for this processing is the performance of a contract between you and us and/or
taking steps at your request to enter into such a contract.

User data includes data about how you use our website and any online services together
with any data that you post for publication on our website or through other online services.
We process this data to operate our website and ensure relevant content is provided to you,
to ensure the security of our website, to maintain backups of our website and/or databases
and to enable publication and administration of our website, other online services and
business. Our lawful ground for this processing is our legitimate interests which in this case
are to enable us to properly administer our website and our business.

Technical data includes data about your use of our website and online services such as your
IP address, your login data, details about your browser, length of visit to pages on our
website, page views and navigation paths, details about the number of times you use our
website, time zone settings and other technology on the devices you use to access our
website. The source of this data is our analytics tracking system. We process this data to
analyse your use of our website and other online services, to administer and protect our
business and website, to deliver relevant website content and advertisements to you and to
understand the effectiveness of our advertising. Our lawful ground for this processing is our
legitimate interests which in this case are to enable us to properly administer our website
and our business and to grow our business and decide our marketing strategy.

Marketing data includes data about your preferences in receiving marketing from us and our
third parties and your communication preferences. Our lawful ground for this processing is
our legitimate interests which in this case are to study what interests potential students and
their parents to our school and to help grow our business and to decide our marketing
strategy.

We may use customer data, user data, and marketing data to deliver relevant website
content and advertisements to you (including social media adverts or other display
advertisements) and to measure or understand the effectiveness of the advertising we serve
you. Our lawful ground for this processing is legitimate interest which is to grow our
business. We may also use such data to send other marketing communications to you. Our



lawful ground for this processing is either consent or legitimate interests such as to grow our
business.

Sharing Personal data

Competent Authorities: Where it is appropriate and lawful to do so the school may share
information with local and national government bodies, Children’s Services and Skills
(Ofsted) and other regulators or exam boards.

Third Party Service Providers: the school may engage third parties to provide it with services
that it needs for its operation, including but not limited to IT service providers, internet
service providers, external examiners and assessors, content providers, professional
advisers, our insurers and consultants. Personal Data will only be shared with these parties
to the extent that is necessary and will always be subject to appropriate confidentiality
provisions.

Educational Providers and employers may be given personal data in response to a reference
request or in order to verify information that is provided to the school as part of the
admission process or for safeguarding reasons.

We ensure that data sharing is conducted securely and in compliance with GDPR
requirements. Where we transfer your data to third parties outside of the EEA, we will
ensure that certain safeguards are in place to ensure a similar degree of security for your
personal data.

Data Retention

Secure: The school will securely store the personal data in its possession for as long as it is
needed for the purposes for which it was originally collected unless the law requires or
permits it to be kept for longer. For example, data may need to be retained to bring or
defend legal claims or for quality assurance purposes.

Research: Some personal data may be retained for longer than usual for historical research
or statistical purposes and where that is the case the school will only keep the minimum
amount of data that it needs for those purposes and will also consider the extent to which
that data can be anonymised.

In case we need to use your details for an unrelated new purpose, we will let you know and
explain the legal grounds for processing. We may process your personal data without your
knowledge or consent where this is required or permitted by law. We do not carry out
automated decision making or any type of automated profiling.

Your rights

As an online school, we have a very active web presence and use social media as one of our
daily tools. Students will have the opportunity to appear on our website and on our social
media in many ways, including in photographs, video, sound recordings and posts. When we
do this, we will seek explicit consent from parents and students prior to the publication of
any of the above.



Under certain circumstances individuals have rights under data protection laws in
connection with their personal data. Those rights include the right to access personal data,
the right to correction, request erasure, object to processing, request the restriction of the
processing of personal data, to transfer personal data and to withdraw consent. Please note
that some of these rights are qualified and whether they are available may vary depending
on the circumstances.

The school will not charge a fee to provide access to personal data (or to enable the exercise
of any other rights), but it may charge a reasonable fee if a request is clearly unfounded,
repetitive or excessive. Alternatively, the school may refuse to comply with a request in
those circumstances.

Identity: The school may need to request specific information from individuals to help it
confirm identity and verify the right to access personal data or to any of the other rights that
have been referred to. This is a security measure to ensure that personal data is handled in
accordance with the law and is not disclosed to anyone that does not have the right to
receive it.

If you wish to exercise any of the rights set out above, please email us at:
info@palmglobalacademy.com

Data Breach Response

In the event of a data breach, Palm Global Academy will:
Notify the affected individuals promptly via secure communication channels.

Report the breach to the Information Commissioner’s Office (ICO) within 72 hours if it poses
a risk to individuals’ rights and freedoms.

Take immediate steps to mitigate the breach and prevent future occurrences, including
enhancing our digital security measures.

Contact Information

For any questions or concerns regarding this policy or the handling of personal data, please
contact:

Data Protection Officer — Sakhawat Ali
Palm Global Academy

Email: ht@palmglobalacademy.com
Phone number: 0203 0267 921

Policy Review and Updates

This policy is reviewed annually and updated as necessary to ensure compliance with legal
requirements and best practices.

Next review: June 2027



